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Codeks Cleaner

an additional tool for deleting the generated
data in the Codeks software
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1. Codeks Cleaner

Codeks Cleaner is an additional tool of the Codeks software, which enables partial or complete
deletion of data from the Codeks database as well as deletion of certain files from specific folders
on the Codeks server.

Cleaning the database and deleting files from the server may sometimes be necessary to free up space on
the server. Codeks Cleaner also makes it possible to anonymize and delete user data, which is necessary for

compliance with the General Data Protection Regulation (GDPR).

NOTE

This manual only contains instructions for the use of the additional tool Codeks Cleaner. The installation
instructions and general settings of the main Codeks software are described in the documentation of the
main Codeks application.

1.1 License Information

“.’/’ - Logo "Hand" is registered at EUIPO (The European Union Intellectual Property Office) and is exclusively

owned by Jantar d.o.o. You may not copy, imitate, rent, lease, sell, modify or otherwise use the "hand" logo,
except as provided in this or any other agreement with Jantar d.o.o. Any such unauthorized use will result in

immediate and direct termination of this license and may result in criminal and/or civil prosecution.

Jantar Table Reader software is distributed together with the Jantar hardware or separately as a

replacement system for an existing access control system, which means:

e All copyrights of Jantar Table Reader are exclusively owned by the author, Jantar d.o.o..

e You may not use, copy, emulate, clone, rent, lease, sell, modify, decompile, disassemble, otherwise
reverse engineer, or transfer the licensed program, or any subset of the licensed program, except as
stated in this agreement. Any such unauthorized use shall result in immediate and automatic termination
of this license and may result in criminal and/or civil prosecution.

e Jantar Table Reader binary code may NOT be used or reverse engineered to re-create the Codeks access
control, time and attendance or communication algorithms which are proprietary and protected by
copyright law.

e Codeks is distributed "as is". No warranty of any kind is expressed or implied. You use the Codeks
software at your own risk. Neither the author nor his authorized distributors will be liable for any data loss,
damages, loss of profits or any other kind of loss while using, misusing or being unable to use this
software.

e All rights not expressly granted here are reserved by Jantar d.o.o.

e By installing and using the Jantar Table Reader add-on you are accepting the terms and conditions of this
license.

e If you do not agree with the terms of this license you must remove all Jantar Table Reader files from your

storage devices and cease using the product.
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1.2 Disclaimer and Warranty

Disclaimer

The information in this document is subject to change without notice. While the information contained herein
is assumed to be accurate, Jantar d.o.o., assumes no responsibility for any errors or omissions. We also
reserve the right to discontinue or change the specifications of products without prior notice. No claim can
be made in the case of profit or loss from use or sale of any products bought or delivered by us. Errors

reported will be corrected in new software releases.

Warranty
This manual comes "as is" - no warranty of any kind, expressed or implied. Jantar d.o.0. does not give any

assurances or guarantee in connection with information in this document.

Although we strive to include accurate and up to date information, Jantar d.o.o., without prejudice to the
generality of this paragraph does not guarantee that the information in this manual is complete, true,

accurate and not misleading.

The information in this manual is designed for user purposes and not as a substitute for information from
customer regulations, technical manuals/documents or other official documents. Customers using this
manual can report errors or omissions, recommendations for improvement or other comments to Jantar

d.o.o..

1.3 Contact Information

Jantar d.o.o. has more than 30 years of experience in the development and production of access control,
time attendance and visitor control systems. What sets us apart from our competitors is that we develop and
manufacture all of our software and most of our hardware ourselves. Our systems are installed and utilized
at airports, office buildings, financial institutions, factories, shopping centers, hospitals, etc. Our products
are present virtually anywhere our clients need basic or advanced access control and time and attendance

systems.

Jantar, elektronski sistemi, d.o.o.
Kranjska cesta 24, SI-4202 Naklo
SLOVENIA

VAT ID: SI134737332

E-mail: info@jantar.si
Web page: www.jantar.si

SUPPORT

For support contact our regional partner: https://jantar.si/en/contact/our-partners/
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2. Configuration and Use

Using the additional tool Codeks Cleaner you can delete selected data from the database and specific files
generated with the Codeks software from your server.

NOTE
We recommend that you back up your Codeks database before deleting data from the database.
Instructions for backing up your database can be found in the instruction manual of the main Codeks application.

NOTE

You can only run the Codeks Cleaner program only on the server (computer) where your Codeks software is installed,
so you need (direct or indirect) access to the Codeks server to use the program.

1. First, start the additional tool Codeks Cleaner.

L
[85] CodeksCleaner.exe 23.05.2018 11:58 Program 3TKB

B coders

[H Codeks Cleaner

Find the additional tool CodeksCleaner.exe in the
installation folder of the Codeks software on your server (e.
g. C:\Program Files\Codeks)

g Codeks dlient
Y Codeks Import

%4, Codeks Service Manager

Codeks Cleaner can also be accessed through the
Start menu.

2. In the main window, select the data (add a

checkmark next to the data) you want to delete. _ )
Next set data older than hOW many days you want [] Stop Codeks service before cleaning and restart after
to permanently delete, for each selected data Clean olderthen
option. [ ce 730 2] days
Read more about the configuration and individual options (©)Cezn ol repor
. . [] Clean old events pictures 730 2] days
7.
In Chapter Setﬂém [] Clean old events 1825 |= days
[ Clean Frontdesk visitors 7 days
[ Anonymize Frontdesk visitors 730 = days
[] Clean Lunch data 70 = days
[ Anonymize deleted users
[ Remove deleted users from database
Save Clean now!
NOTE
The Codeks Service MUST be turned OFF during deletion!
You can turn off the Codeks Service either:
« manually by clicking the Stop button in the o with the use of the Stop Codeks service before
Codeks Service Manager program, cleaning and restart after setting in the Codeks
= Cleaner program which enables the program to

7
8\ ommasen

shut down the Codeks Service before deletion,
ottt cervnrs and restart it after the deletion is complete.

deks application
CodsksSEne no Stop Codeks service before cleaning and restar after
Codeks start mode XSS
Log level Clean dlder then

Enable local login || Check for updates

| Managesystem | Comm security | SSLcertificates |

3. If you want to delete the selected data immediately, click Clean Now!
If you only wish to save the set settings, click Save.
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3. Settings

W CodeksCleaner

[] Clean logs

Clean old report

[] Clean old events pictures
[] Clean old events

] Clean Frontdesk visitors

[] Anonymize Frontdesk visitors
[] Clean Lunch data

[ Anonymize deleted users

Save

] Stop Codeks service before cleaning and restart after

[] Remove deleted users from database

Clean older then
30 = days
50 = days
730 = days
1825 = days
730 = days
30 = days
30 = days
Clean now!

Untar®

Setting

Stop Codeks service before
cleaning and restart after

Clean logs

Clean old report

* Clean old events pictures

Clean old events

Description

If you enable this setting, Codeks Cleaner will shut down the Codeks Service
before a scheduled or triggered deletion, and restart it after the deletion is
complete.

This function will delete the history of the Log files, which are stored in the Logs
subfolder on the server where your Codeks software is installed (e.g. C:\Program
Files\Codeks\Logs), and are older than the set nhumber of days.

Recommended value: Depending on the frequency of data deletion. The oldest
preserved Log files should contain at least the data collected at the end of the
penultimate payroll period. (Example: When performing monthly data deletion, retain
the data of at least the last 60 days.)

This function will delete copies of generated reports, which are stored in the
GeneratedReports subfolder on the server where your Codeks software is installed
(e.g. C:\Program Files\Codeks\WebRoot\assets\GeneratedReports), and are older
than the set number of days.

Recommended value: Depending on the frequency of data deletion.

This function will delete the history of pictures made with security cameras,
which are stored in the EventPictures subfolder on the server where your Codeks
software is installed (e.g. C:\Program Files\Codeks\WebRoot\assets\EventPictures),
and are older than the set number of days.

Recommended value: Depending on the frequency of data deletion.

* Use this function only if you have the Codeks IP Camera add-on in your
Codeks system.

This function will delete all events, which are older than the set number of days.

Recommended value: Depending on the frequency of data deletion. The oldest
preserved event data should include at least the events collected at the end of the
penultimate payroll period. (Example: When performing monthly data deletion, retain
the data of at least the last 60 days.)

Codeks Cleaner
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* Clean FrontDesk visitors This function will delete the history of the FrontDesk visitors' data, which is older
than the set number of days.

Recommended value: Depending on the frequency of data deletion and relevant
legislation regulations.

* Use this function only if you have the Codeks FrontDesk additional
application in your Codeks system.

* Anonymize FrontDesk This function will anonymize all personal data of the FrontDesk visitors, which is

visitors older than the set humber of days. The process of anonymization replaces all
personal data with symbols, thus eliminating the possibility of connecting the remaining
data to a particular person.

Recommended value: Depending on the frequency of data deletion and relevant
legislation regulations.

* Use this function only if you have the Codeks FrontDesk additional
application in your Codeks system.

* Clean Lunch data This function will delete the history of menus, orders, and served lunches, which
is older than the set humber of days.

Recommended value: Depending on the frequency of data deletion.

* Use this function only if you have the Codeks Lunch additional application in
your Codeks system.

Anonymize deleted users This function will anonymize all personal data of the users, which have been
deleted in the Codeks application. The process of anonymization replaces all
personal data with symbols, thus eliminating the possibility of connecting the remaining
data to a particular person.

Recommended value: Depending on the frequency of data deletion and relevant
legislation regulations.

Remove deleted users from This function will completely and permanently delete all data and events
database connected to users, which have been deleted in the Codeks application.

Recommended value: Depending on the frequency of data deletion and relevant
legislation regulations.
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4. Automatic data deletion using Task Scheduler

You can automate the process of deleting data using the Task Scheduler (Windows) tool.

NOTE

We recommend that you back up your Codeks database before deleting data from the database.
Instructions for backing up your database can be found in the instruction manual of the main Codeks application.

NOTE
You can only run the Codeks Cleaner program only on the server (computer) where your Codeks software is installed,
so you need (direct or indirect) access to the Codeks server to use the program.

NOTE

The program will delete data and files according to the last saved settings. Before setting automatic data deletion,
please check the currently stored settings of the Codeks Cleaner| 6™,

NOTE

The Codeks Service MUST be turned OFF during deletion! Therefore, when using the method described
below, you must enable the Stop Codeks service before cleaning and restart after setting in the Codeks

Cleaner program, which allows Codeks Cleaner to stop the service itself before deleting and restart it
after deleting.

W CodeksCleaner

Stop Codeks service before cleaning and restart after

Clean older then

1. First, open the Task Scheduler tool.

= 0O e Filters
Best match
i
(L) Task Scheduler
pred —*  Desktop App
-
-

L Task Scheduler

You can find Task Scheduler using the Start menu.

2. Create a new task by clicking Create Basic Task.

© Tusk scheduler
Dato
=

e Pogled Pomoe

o Lo Dejoria
Tosk Scheduler Lbrary | TosScheduter Locan N

il carry pecity. To

Tk 1

Status of tasks that have started in the following time period: Last 24 hours

Summary: Ototal - O running, 0 succeeded, 0 stopped, 0 failed

Task Name RunResult  Run Start RunEnd Triggered By

[eiers

Summary: 99 total

Task Name Next Run Time Triggers Location

DropboxUpdateTaskMachineUA 11,06, 2018 07:2400 At17:34 every day - Afte... \
1 i - At

Automatic App Update: Multiple triggers defined  \Microsoft\Windows\Wi..

Last refreshed ot 11,06, 2018 0727:14 Refresh
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3. In the new window enter a name for the new task, additionally, you can also add a description.
Click Next.

D] create aBasic Task

triggers, use the Create
Neme:  [CodeksCleaner

Description: | Cleans Codeks data

G

4. Set how often the task of deleting Codeks data should be performed, and in the next step, define

the exact time to perform the task.
Click Next.

Task Trigger

When do you want thetask to start?
O paiy

O Weekty

© Monthly

O Onetime.

< e < e

Depending on your needs to free up space on your server and various regulations which require the anonymization or
deletion of certain personal data, the frequency of performing data deletion using Codeks Cleaner may vary. For regular
maintenance of your server, we recommend data deletion be performed monthly.

5. Select Start a program and click Next.

What action do you want the task to perform?

<Back Gnca
6.Click Browse and find the CodeksCleaner.exe file on your server (e.g. in the C:\Program Files\Codeks
folder).

Creste Basic Task Wizard

B startaprogram

= DATAE)
& Omresie

| [aufies ¢ S

<o e e
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7. In the Add arguments (optional): field enter "-NO_GUI". This setting will ensure that the deletion of

data with Codeks Cleaner will be performed without opening the program (user interface).

B startaprogram

Create a Basic Task.
Tigger
Monthly

< o

8. In the Start in (optional): setting field enter the path to the Codeks folder on your server. Be sure to
enter the path without quotes!
(The easiest way to do this is to copy the path from the Program/script field and copy it to the Start in field,

and then delete the quotation marks and /CodeksCleaner.exe.)

[-wo.cui

Fregrem riencose |

9. Click Next.
10. Click Finish.

Tigger,  [Manthy At 2359 o day T of January. Febrary, March,Apr,May_June

pe c e\ CodelsClanero NOGU |

(0] Open the Propertes dislog forthis task when | clickFinish

11. You can test the newly added task by manually running it: in the Task Scheduler Library locate the

added Codeks Cleaner task, right-click on it and select Run.

Datoteka je Pogled Pomoe

«=| 2@ Bm

Nome. Sutus Triggers ] [Dejanie
5 Adob Ready Task Schedule Library B
5 AdobeAAM... Ready  At02(0 every doy ) Crese Basic Task.

© AdobeGCInv.. Resdy  At0326 every day

® ASUS Smart .. Ready  Multiple triggers defined

& Tesk Scheduler Library.

ropboxUpd... Rur Run d

NVIDIA GeForce Experience SelfUpdate Source, Event D: 0

& Conditions Settings History (disablec)

Author:  PC-DOKUMENTACIAPC-DOKUMENTACAT

Description: | Cleans Codeks data

Run with highest privleges

Hidden Configurefor: Windows Vista™, Windows Server™ 2008
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5. Example of settings for data deletion

When determining data for deletion, Codeks Cleaner always takes into account only the date of the day
when the deletion is performed and does not take into account the time of day.

* CodeksCleaner

Stop Codeks service before cleaning and restart after

Clean older then

Clean logs 730 || days
Clean old report w2 days
Clean old events pictures 70 |5 days
Clean old events 2920 |& days
Clean Frontdesk visitors 70 |5 days
Anonymize Frontdesk visitors 70 = days
Clean Lunch data 730 = days
Anorymize deleted users

Remove deleted users from database

Save Clean now!

If you set the settings in Codeks Cleaner as in the picture above, Codeks Cleaner will DELETE on
September 16, 2020, at 12:00 (noon):

¢ log records until September 16, 2018, because the program takes into account the date of the last record in the
log file for an individual day. (If we subtract 730 days from 16 September 2020, we get the date 17 September 2018,
but the last record in each log file is written under the next day's date at 0.00. Thus, the last record in the log file of
September 17, 2018, is recorded under the date September 18, 2018, at 0.00, which excludes it from the list to be
deleted.)

e Old reports that are older than August 17, 2020, which means that they were created no later than
23:59:59:59.9999 hours on August 16, 2020.

¢ Pictures of events (IP Camera) that are older than September 17, 2018, which means that they were saved no
later than 23:59:59.9999 hours on September 16, 2018.

e Old events that are older than September 18, 2012, which means that they were made no later than
23:59:59.9999 hours on September 17, 2012.

e FrontDesk visitors whose departure date is older than September 17, 2018, which means that the departure
was recorded no later than 23:59:59.9999 hours on September 16, 2018.

o data on lunches (Codeks Lunch) that are older than September 17, 2018, which means that they were created
no later than 23:59:59.9999 hours on September 16, 2018.

o all users who are marked as deleted at the moment of deletion in the Codeks database.

If you set the settings in Codeks Cleaner as in the picture above, Codeks Cleaner will ANONYMIZE on
September 16, 2020, at 12:00 (noon):

¢ FrontDesk visitors whose departure date is older than September 17, 2018, which means that the departure
was recorded no later than 23:59:59.9999 hours on September 16, 2018.
¢ all users who are marked as deleted at the moment of deletion in the Codeks database.
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