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Navodila za povezavo
Codeks programa z Gmail
racunom prek OAuth2 standarda

Za programsko opremo Codeks v 10.2404.4.21339 in novejse

q < 3
OAuth @ >@<
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0 Uvod

S 30. septembrom 2024 Google uvaja spremembe pri dostopu do Gmail postnih racunov. Po
novem bo dostop mozen samo prek varnostnega standarda OAuth, kar pomeni, da bo dostop z
zgolj geslom onemogocen.

Google uvaja OAuth standard, ker je varnej8i nacin prijave v primerjavi z uporabo samo gesla.
OAuth je varnostni sistem, ki omogoca, da aplikacijam dovolimo dostop do naSih podatkov brez
deljenja gesla. Namesto gesla aplikacija dobi posebno dovoljenje (t.i. "zeton"), ki omogoca dostop
samo do tistega, kar ji dovolimo. Tako lahko ostane nase geslo varno, aplikacijo pa lahko kadarkoli
onemogocimo brez spreminjanja gesla. Na ta nacin so nasi podatki bolje zas¢iteni pred morebitnimi
zlorabami, saj aplikacije ne hranijo nasega gesla, hkrati pa zmanjSuje moznost kraje identitete ali

vdorov.

Vsi uporabniki, ki za posiljanje e-poste iz Codeks programa uporabljajo Gmail racun,
morajo nadgraditi verzijo Codeksa na 10.2404.4.21339 in pravilno povezati Codeks z
Gmail raGunom prek OAuth standarda.

V ta namen smo pripravili preprosta navodila, ki vas korak za korakom vodijo skozi postopek
potrebnih nastavitev. Te nastavitve je potrebno urediti samo enkrat.
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1 Nastavitve v osnovni aplikaciji Codeks

1. Prijavite se v Codeks program z geslom administratorja. Odprite Nastavitve / Nastavitve in

v predelu Nastavitve e-poste kot Nacin avtentikacije izberite OAuth ter kliknite gumb

Shrani.

Nastavitve e-poste

Preklici

Nastavitve POP3 streZnika

POP3 vrata
POP3 naslov
Uporabnisko ime
Geslo

Varnost povezave

Nastavitve SMTP streznika
SMTP vrata
SMTP naslov
Uporabnisko ime
Geslo

Varnost povezave

Nastavitve e-poste n

Nacin avtentikacije

OAuth v

Posiljatelj
Ime

Ne posiljaj povezav v elektronski posti

Ne upostevaj prisotnosti pri obvescanju po elektronski posti
Posiljaj elektronsko posto ob zahtevkih

Posiljaj elektronsko posto ob odobritvah ali zavrnitvah

Posiljaj elektronsko posto pri prekoracitvi omejitev statistik

Jantar d.o.o.

Shrani

ﬁnnnnm




2 Nastavitve v Gmail racunu

1. Odprite https://console.cloud.google.com - Prijavljeni morate biti z Google raCunom, ki ga
Zelite povezati s Codeksom - to je va$ e-postni naslov, ki ga uporabljate za poSiljanje
e-poste iz Codeks programa. Za prikaz primera smo uporabili admin@podijetje.si.

2. Na levi strani okna kliknite Select a project in v novem oknu kliknite na gumb New project.

=

E | Welcome-Google Cloud cons %+

c 06 = Tsf.‘.;ZS:.'.cﬂ0~:!\:\_‘d.gucgle.cum-‘.‘:elcc"“:e:ne-»h:\i:1
= Go gle Cloud Select a project Search (/) for resources, docs, products, and more

Select a resource NEW PROJECT

NO ORGANIZATION ¥

Search projects and folders

Q|

RECENT STARRED ALL
Name ID
B no organization 0

CANCEL

3. Poimenujte projekt (Project name) in pod Organization izberite kon¢nico e-poStnega
naslova, ki ga uporabljate v podjetju. Po vhosu podatkov kliknite Create.

= Google Cloud ‘

New Project

- Project name *
CodeksPovezavaGmail (7] J

Project ID: codekspovezavagmail. [t cannot be changed later. EDIT

- Organization *
podjetje.si ¥ 9|

Select an organization to attach it to a project. This selection can't be changed later.

- Location * 5
B podjetje si BROWSE |

Parent organization or folder

AMNCEL



https://console.cloud.google.com

4. V desnem zgornjem kotu se v zavihku Notifications odpre okno z novo ustvarjenim
projektom. Pod imenom projekta, ki ste ga ustvarili kliknite Select Project.

+ﬁ'@®s°

Notifications 1__,./

@ cCreate Project: CodeksPovezavaGmail Just now

SELECT PROJECT o

5. Na levi strani v meniju se z misko postavite na vrstico APIs & Services in na novo odprtem
meniju izberite moznost OAuth consent screen.

= Google Cloud &® CodeksPovezavaGmail
!ig Eloiid cwerview 3 DASHBOARD ACTIVITY F
=8 Solutions >

8@ Projectinfo

PINNED FPRODUCTS Va Project name
CodeksPovezavaGmail
API  APIs & Services A >
Enabled APls & services prumber
5167100
& Billing | | Library
tiD
Credentials spovezavagmail
© 1AM & Admin A >
OAwuth consent screen
OPLE TO THIS PR
\g Marketplace
e Page usage agreements

6. Odpre se okno OAuth consent screen, kjer izberite moznost Internal in kliknite Create.

$* CodeksPovezavaGmail = | | Search (/) for resourc

= Google Cloud

API APIs & Services | OAuth consent screen

*  Enabled APIs & services Choose how you want to configure and register your app, including your

target users. You can only associate one app with your project.
i Library

Or  Credentials User TYPE! 1

@® Internal @
i OAuth consent screen

= Only available to users within your organization. You will not need to
Se¢  Pageusage agreements submit your app for verification. Learn more about user type [2

O External @

Available to any test user with a Google Account. Your app will start in
testing mode and will only be available to users you add to the list of test
users. Once your app is ready to push to production, you may need to
verify your app. Learn more about user type @




7. V naslednjem oknu izpolnite nujno zahtevane podatke in kliknite Save and Continue.

= Google Cloud

& CodeksPovezavaGmail v ‘ l Search (/) for resources, di

API APIs & Services | Edit app registration

<  Enabled APIs & services o OAuth consent screen — o Scopes — e Summary

il Library

O Credentials App information

I e L This shows in the consent screen, and helps end users know who you are and contact
you

=] Page usage agreements

- App name *
[ Codeks ‘

The name of the app asking for consent

~ User support email *
admin@podjetje.si > 1

For users to contact you with questions about their consent. Learn more [

App logo

This is your logo. It helps people recognize your app and is displayed on the OAuth
consent screen.

After you upload a logo, you will need to submit your app for verification unless the app
is configured for internal use only or has a publishing status of *Testing". Learn more [£

Logo file to upload BROWSE

Upload an image, not larger than 1MB on the consent screen that will help users recognize
your app. Allowed image formats are JPG, PNG, and BMF Logos should be square and
120px by 120px for the best results.

App domain

To protect you and your users, Google only allows apps using OAuth to use Authorized
Domains. The following information will be shown to your users on the consent screen.

Application home page |

Provide users a link to your home page

Application privacy policy link J

Provide users a link to your public privacy policy

Application terms of service link ‘

Provide users a link to your public terms of service

<l Authorized domains @

When a domain is used on the consent screen or in an OAuth client's configuration, it must be
pre-registered here. If your app needs to go through verification, please go to the Google Search
Console to check if your domaing are authorized. Learn more [ about the authorized domain
limit.

4+ ADD DOMAIN

Developer contact information

- Email add e
admin@podjetje.si

These email addresses are for Google to notify you about any changes to your project.

SAVE AND CONTINUE CANCEL




8. V naslednjem oknu Scopes kliknite Save and Continue.

= Go gle Cloud ‘ #* CodeksPovezavaGmail « ‘ ‘ Search (/) for resourc

API APIs & Services a Edit app registration

<»  Enabled APIs & services Q OAuth consent screen — e Scopes |- 9 Summary

Library

Scopes express the permissions you request users to authorize for your
app and allow your project to access specific types of private user data
from their Google Account. Learn more [2

O~ Credentials

o OAuth consent screen

Su  Pageusage agreements ADD OR REMOVE SCOPES

Your non-sensitive scopes

APl P Scope User-facing description

No rows to display

& Your sensitive scopes

Sensitive scopes are scopes that request access to private user data.

APl P Scope User-facing description

No rows to display

@ Your restricted scopes

Restricted scopes are scopes that request access to highly sensitive user data.

APl Scope User-facing description

No rows to display

SAVE AND CONTINUE CANCEL




9. V naslednjem oknu Summary kliknite Back to dashboard.

= Google Cloud ‘ %* CodeksPovezavaGmail ~ ‘ ‘ Search (/) for resour:

API APIs & Services | Edit app registration

<+  Enabled APIs & services Q OAuth consent screen — Q Scopes —| e Summary
ili  Library
o= Credentials OAuth consent screen
i OAuth consent screen
User type
S Page usage agreements Internal
App name
Codeks

Support email

admin@podjetje.si

App logo
Not provided

Application homepage link
Not provided

Application privacy policy link
Not provided

Application terms of service link

Not provided

Authorized domains

Not provided
Contact email addresses

admin@podjetje.si

Scopes

AP1 P Scope User-facing description

No rows to display

BACK TO DASHBOARD




10. V levem meniju kliknite Credentials in nato Create Credentials ter v padajocem meniju
izberite OAuth Client ID.

= Google Cloud i* CodeksPovezavaGmail + ‘ e Search (/) for resources, docs, p
API APIs & Services | Credentials + CREATE CREDENTIALS | W DELETE  »~ RESTORE DELETED CR

% Enabled APIs & servi AP

i s

34 na s & services Create credentials to ac  |dentifies your project using a simple AP| key to check guota and access

i Library OAuth client ID

API KEYS Requests user consent so your app can access the user's data
O+  Credentials N
[]  Name Service account
5 OAuth consent sereen No AP1 keys o displa Enables server-to-server, app-level authentication using robot accounts
S Page usage agreements Help me choose

QAuth 2.0 Client |  asks a few questions to help you decide which type of credential to use

11. Pod Application type obvezno izberite Desktop app ter client ID poljubno poimenujte (npr.
CodeksGmailKey). Kliknite Create.

= Google Cloud

&* CodeksPovezavaGmail + Search (/) for resourc

API APIs & Services R < Create OAuth client ID

- o
“ Enabled APIs & services A client 1D is used to identify a single app to Google's OAuth servers. If your app runs on

multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 [4 for more

iii :
w Library information. Learn more [ about OAuth client types.

O Credentials ~ Application type * :
Desktop app hd ‘

i OAwth consent screen

- Name * :
Sz Pageusage agreements | CodeksGmailkey ‘

The name of your OAuth 2.0 client. This name is only used to identify the client in the
console and will not be shown to end users.

Note: It may take 5 minutes to a few hours for settings to take effect

CREATE CANCEL




12. V novem pojavnem oknu kliknite gumb DOWNLOAD JSON.

OAuth client created

The client ID and secret can always be accessed from Credentials in APls &
Services

OAuth access is restricted to users within your organization
unless the 0Auth consent screen is published and verified

Client ID

Client secret

Creation date September 12, 2024 at 10:26:29 AM
GMT+2

Status & Enabled

¥ DOWNLOAD JSON o

0K

Datoteka s konénico .json se je shranila na va$ racunalnik. V naslednjem koraku jo boste
uvozili v Codeks s Service Manager-jem.
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3 Uvoz JSON datoteke v Codeks s Service Manager-jem

1. Odprite Codeks Service Manager in ga zaustavite s klikom na gumb Stop. Ko se Service
Manager zaustavi (pojavi se rde¢ napis Stopped), kliknite na gumb Manage system.

NI/

-
T8 v 10.2404.4.21339

Codeks service is currently

W 3¢ |
o
MY v 10.2404.4.21339
Codeks service is currently m

FProtocol Open Codeks

Open Codeks application

Codeks server port 9090 Change port
Codeks start mode
Log level DEBUG_3 -

3 nable local login Check for updates
Manage system S5L certificates

2. Potrdite nadaljevanje urejanja in vpiSite geslo administratorja.

r
System manager |

I System manager can severely impact or even impair the |

/ « \ operation of your Codeks system.
= Do you want to proceed?

Administrator:  admin

sermsmrsren

Password:




3. Odpre se novo okno, kjer za uvoz .json datoteke kliknite gumb Upload Google OAuth
token.

System manager

[ Reset user reference ids

Change statistic type ...

Upload Google QAuth token

Remove Google OAuth token

4. V novem oknu izberite datoteko z .json koné€nico, ki ste jo na vas racunalnik shranili v
prejSnjem poglaviju (str. 9) in kliknite gumb Odpri.

Odpri xmi Datoteko

“ » v A i > Prenosi w (6] Preiici Prenosi el
Organiziraj = MNova mapa = T | o
» @ OneDrive - Personal Ime
~ Danes o

@ Mamizje » =| client_secret_612305167100-ifebg793g7gIndg3s97shbontfilZscl.apps.googleusercontent.com,json

& Prenosi *

E% widennnenetli -

|me datoteke: < | Allimport data files (* json) ~
Odpii |+ Preklici

5. V brskalniku se odpre novo okno, kjer se morate ponovno vpisati s svojim admin raunom.

5 Prijava z Googlom

|zberite racun Admin Podjetje

admin@podjetje.si

za nadaljevanje v aplikacijo Codeks Odjavljen

® Uporaba drugega racuna

12



6. Za povezavo Codeksa z Gmail raCunom kliknite na gumb Allow.

(5 signin with Geogle

This will allow Codeks to:

Codeks wants to

™ Rea@, compose,‘ send, and permanently delete all your @
access your Google R
ACCO u nt Make sure you trust Codeks

You may be sharing sensitive info with this site or app. Learn about how
0 admin@podjetje si Codeks will handle your data by reviewing its terms of service and

privacy policies. You can always see or remove access in your

Google Account.

Learn about the risks

( Cancel

Allow )

7. V brskalniku se odpre novo okno, kjer se izpiSe potrditev uspeSnega prejema code. S tem
korakom je Codeks uspesno povezan z vasim Gmail racunom.

F

= Ofuth 2.0 Authentic: X
e & O [ 127.0.0.1:4479/authorizePcode=4/0AQIEd8zuC0OtFNAsch

Received verification code. You may now close this window. ‘

8. Ponovno zazZenite Codeks Service Manager s klikom na gumb Start. Po uspeSnem zagonu
se pojavi zelen napis Running.

N/

ik
B\ 10.2404.4.21330

Codeks service is currently

i

-
Lol V 10.2404.4.21339

Codeks ice is currently

13



4 Preverjanje nastavitev posiljanja e-poste v osnovni
aplikaciji Codeks

Da bi preverili ustreznost novih nastavitev, lahko na va$ e-po&tni naslov, ki ga uporabljate za
posiljanje e-poste iz osnovne aplikacije Codeks, posljete testno sporocilo.

Odprite Nastavitve / Nastavitve e-poste in v predelu Preverjanje nastavitev e-poste kliknite

gumb Poslji. Na va$ e-postni naslov, ki ga uporabljate za poSiljanje e-poste iz Codeks
programa, boste prejeli testno sporocilo.

Geslo

Varnost povezave

Nastavitve SMTP streZnika

Nastavitve e-posite SMTP vrata

SMTP naslov
Uporabnisko ime
Geslo

Varnost povezave

Nastavitve e-poste

Nacin avtentikacije OAuth v
| Posiljatelj
|
Ime Jantar d.o.o. |

Me posiljaj povezav v elektronski posti
Ne upostevaj prisotnosti pri obves¢anju po elektronski posti
Posiljaj elektronsko posto ob zahtevkih

Posiljaj elektronsko posto ob odobritvah ali zavrnitvah

< <JH< M <M

Pogiljaj elektronsko poSto pri prekoracitvi omejitev statistik

URL streznika (povezave)

Preverjanje nastavitev e-poste

Poslji testno sporocilo o m
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