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1 Codeks ePermits

The Codeks ePermits is an Add-on for the Codeks software for access control and time attendance

registration.

The Codeks ePermits add-on enables users to send requests for electronic permits to their
department managers (or supervisors). Users can request electronic permits for different purposes, such
as electronic permits for a business or personal exit during working hours or electronic permits for overtime
work. Department managers can then confirm or deny a request for a permit. The number and types of
electronic permits that users can announce are not limited and can be adapted to the specific needs and

requirements of your company.

NOTE

This manual contains only the description and installation instruction for the Codeks ePermits add-on. The
installation instructions and general settings of the main Codeks software are described in the
documentation of the main Codeks application. Screenshots of the Codeks application contained in this

manual were made in a web browser.
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1.1 License Information

“.’// - Logo "Hand" is registered at EUIPO (The European Union Intellectual Property Office) and is exclusively

owned by Jantar d.o.o. You may not copy, imitate, rent, lease, sell, modify or otherwise use the "hand" logo,
except as provided in this or any other agreement with Jantar d.o.o. Any such unauthorised use will result in

immediate and direct termination of this license and may result in criminal and/or civil prosecution.

Codeks ePermits software is distributed together with the Jantar hardware or separately as a replacement
system for an existing access control system, which means:
All copyrights of Codeks ePermits are exclusively owned by the author, Jantar d.o.o..
You may not use, copy, emulate, clone, rent, lease, sell, modify, decompile, disassemble, otherwise
reverse engineer, or transfer the licensed program, or any subset of the licensed program, except as
stated in this agreement. Any such unauthorised use shall result in immediate and automatic termination
of this license and may result in criminal and/or civil prosecution.
Codeks ePermits binary code may NOT be used or reverse engineered to re-create the Codeks access
control, time and attendance or communication algorithms which are proprietary and protected by
copyright law.
Codeks is distributed "as is". No warranty of any kind is expressed or implied. You use the Codeks
software at your own risk. Neither the author nor his authorised distributors will be liable for any data loss,
damages, loss of profits or any other kind of loss while using, misusing or being unable to use this
software.
All rights not expressly granted here are reserved by Jantar d.o.o.
By installing and using the Codeks ePermits add-on you are accepting the terms and conditions of this
license.
If you do not agree with the terms of this license you must remove all Codeks ePermits files from your

storage devices and cease using the product.
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1.2 Disclaimer and Warranty

Disclaimer

The information in this document is subject to change without notice. While the information contained herein
is assumed to be accurate, Jantar d.o.o., assumes no responsibility for any errors or omissions. We also
reserve the right to discontinue or change the specifications of products without prior notice. No claim can
be made in the case of profit or loss from use or sale of any products bought or delivered by us. Errors

reported will be corrected in new software releases.

Warranty
This manual comes "as is" - no warranty of any kind, expressed or implied. Jantar d.o.o. does not give any

assurances or guarantee in connection with information in this document.

Although we strive to include accurate and up to date information, Jantar d.o.o., without prejudice to the
generality of this paragraph does not guarantee that the information in this manual is complete, true,

accurate and not misleading.

The information in this manual is designed for user purposes and not as a substitute for information from
customer regulations, technical manuals/documents or other official documents. Customers using this
manual can report errors or omissions, recommendations for improvement or other comments to Jantar

d.o.o..

1.3 Contact Information

Jantar d.o.o0. has more than 30 years of experience in the development and production of access control,
time attendance and visitor control systems. What sets us apart from our competitors is that we develop and
manufacture all of our software and most of our hardware ourselves. Our systems are installed and utilised
at airports, office buildings, financial institutions, factories, shopping centers, hospitals, etc. Our products
are present virtually anywhere our clients need basic or advanced access control and time and attendance

systems.

Jantar, elektronski sistemi, d.o.o.
Kranjska cesta 24, SI1-4202 Naklo
SLOVENIA

VAT ID: SI134737332

E-mail: info@jantar.si

Web page: www.jantar.si

Support
The support form can be found at the link: https://jantar.si/en/support/
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2 How the Codeks ePermits work

The Codeks ePermits add-on enables the use of electronic permits within an existing Codeks system. The
following chapter describes how the Codeks ePermits add-on operates from the moment a user sends a
permit request up to the point when he can use it on a controller.

1. The user (employee) logs in to the Codeks application using his user access.

W Codeks

® 0

T&A Registration statistics

umw User login

Request exit permit

Username Check exit permits status

Show pending exit permits requests

Password

Change my password

In order for the users to be able to access the Codeks application, they need a username and password.

2. The user can then request an electronic permit in the Request exit permit menu.

Codeks - Menu vazs.10a72 \W/
[ ]

Request for exit o

Home permlt Back
g : Additi bastian Cooper -
= = = o Permit exit d 23.022018
T&A Registration statistics e ey
Exit hour 10:00 @ HHmm To |13:00  €) HH:mm
REqUESt exit pem1rt Type of absence 101 - Business -
Check exit permits status Comment (not required) | Meeting with client
Change my password Cancel

The users will be able to request electronic permits only if they are assigned the appropriate group and
timetable that enable the functionality of the Codeks ePermits.

The user's timetable for time registration must contain time intervals (with the enabled setting Only for permits
), which define the different types of electronic permits. Because the users announce the desired type of permit

by selecting the appropriate button, each type of electronic permit must be assigned a different button.
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3. When a user requests an electronic permit, the system sends his announcement to his defined

department manager (or deputy department manager).

The department heads can also be informed of new permit requests by e-mail if they have a valid e-mail

address and are granted the rights to be notified about users' announcements through their user settings.

4. The user can view and check the status of his permit request in the Check exit permits status menu.

Wi | Exit permits ° o
- ebastian
Home status Back
Date requested Absence daie Exit hour Type of absence Comment Noles Used Recipients Status
2322018 2622018 10:00 - 14:00 102 - Private No boris jameson@comp [x]
2322018 2322018 10:00 - 13:00 101 - Business Meeting with client No boeris.jameson@comp... | Approved
2322018 2322018 10:00 - 10:30 101 - Business No boris.jameson@comp... | Canceled

5. In this same menu, the user also has the option to cancel the permit request afterward. However, the

cancellation is only possible until the head of the department confirms or rejects it.

6. The department managers can view the (new) permit requests of the users in their departments in the

Pending exit permits requests menu, which they can access using their username and password.

® Codoks
b
® 0

= User login

T&A Registration statistics

Request exit permit

Usermname Check exit permits status

Show pending exit permits requests

Password

Change my password

In order for the department managers to be able to access the Codeks application, they need a username and

password.

7. The department manager can confirm or reject the pending users' permit requests in the Pending exit

permits requests menu.

Pending exit o l i

i Sebastian
permits requests Back Report Overview
User (Announced by) Date requested Absence date Exit hour Type of absence Comment Noles Recipients Status | Processed by
Pending ¥
Brown Luis (Smith Frank) ~ 23.2.2018 2322018 10:00 - 10:30 - Private Dentist boris jameson@company.... @ @

Russell Leo 2322018 2322018 05:00 - 05:15
Russell Leo 2322018 2822018 12:00 - 15:00
Gardiner-Boyle Maia 2322018 2622018 10:00 - 10:15

- Permit marketing@company.com... @ @

marketing@company.com... @ @
sebastian cooper@compa... @ @

- Private

SN

IR

- Business

In order for the department managers to be able to process permit requests, they must be granted appropriate
rights through their user settings.
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8. As soon as the manager confirms the request, the confirmed electronic permit is stored in the

database. This enables the user to use the functionality of the announced permit on a controller at

the announced time.

9. The user can be notified about the status change of his permit request by e-mail.

The users can be informed of the status change of their permit requests by e-mail if they have a valid e-mail
address.

10. The user can now use the functionality of the electronic permit.

The user, first, selects the appropriate button for the electronic permit, and then, registers at the

controller.

11. The system first checks whether the user has an assigned Permit interval in his timetable for time

attendance. This interval tells the system that the user may have a confirmed electronic permit to be used.

INTERVAL INTERVAL TYPE BUTTON
Overtime PERMIT Permit interval [
Owvartime ALLOWED General purpose+ P2kl 6
Ovartirme UNAUTHORISED General purposa 6

I Business PERMIT Permit interval 1 I
Businass ALLOWED General purpose + <907k
Businass UNAUTHORISED — General purposa 1
Private PERMIT Permit interval 2
Private ALLOWED General purpose + 2ol 2

12. The system, then, checks if the user has a confirmed electronic permit stored in the database.
In the event that the user has a confirmed permit for the currently registered event, the appropriate interval

(with the enabled Only for permits setting) is activated.

INTERVAL INTERVAL TYPE BUTTON
Owertime PERMIT Permit interval [
Overtime ALLOWED General purpose + Yl &
Overtime UMAUTHORISED  General purpose [}

o Business PERMIT Permit interval 1

I Business ALLOWED General purpose + Pty 1 I

= Business UNAUTHORISED  General purpose 1
1 - Business
Private PERMIT Permit interval 2

Private ALLOWED General purpose + ‘::.',','n":.' 2
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13. If the user does not have confirmed permit, the system searches lower in the interval hierarchy for the next

interval, which can be activated with the same button.
If the user's timetable contains intervals for recording "unauthorized" events, the system records the event

according to this intervals.

INTERVAL INTERVAL TYPE BUTTON

Owertime PERMIT Permit interval [

Overtime ALLOWED General purpose + Yl &

Overtime UMAUTHORISED  General purpose [}

Business PERMIT Permit interval 1

° Business ALLOWED General purpose + Tty

I Business UNAUTHORISED  General purpase 1 I

1 - Business Private PERMIT Permit interval 2
Private ALLOWED General purpose + 2ok 2

If the user's timetable does not contain intervals for recording "unauthorized" events, the system will record an

error in the time registration.

Codeks ePermits Add-on - Instructions for users 10
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3 Using the Codeks ePermits

The Codeks ePermits makes it possible for users to send permit requests to their department managers. The
department managers can then confirm or reject the user's request.

The following chapters describe how users request an electronic permit and how department managers

process the users' requests.

3.1 User's request

Users who request electronic permits can access the menus for requesting permits and checking the status

of requests using their username and password.

W Codeks

® 0

T&A Registration statistics

User login

Request exit permit

Username Check exit permits status

Show pending exit permits requests
Password

Change my password

Lou in

The following chapters describe the use of user access menus.

3.1.1 ePermit announcements
1. To request a permit, select the

. o Codeks - Menu vezs.10472
Request exit permit in the menu.
This will open the menu for requesting @ 0
permits.

T&A Registration statistics

Request exit permit

Check exit permits status

Change my password

Codeks ePermits Add-on - Instructions for users 11
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2. In the announcement form, first, set \ )
. . N4 Request for exit
the date for which you are requesting = :
permit
. Home Back
the permit.
. . Additional add Sebastian C -
3. Next, specify the time frame when Honataddressee =
. . . Permit exit day 23.02.2018
you will register at a controller using
the electronic permit. The Exit hour Exit hour 10:00 | @ HH:mm To 1300 | € HH:mm
setting does not specify when you will be Ll b e b
Comment (not required) | Meeting with client

absent but determines when you will be
able to use the functionality of the permit

on the controller.

4. Then, select the type of permit you

wish to request.

5.* Optionally, you can enter a comment or
a short message, which will be displayed to

your department manager.

6.* If more than one department manager
can process permit requests for your
department, the Additional addressee
field will be displayed where you can select
the addressee to whom your request will be

sent.

7. When you are finished entering the

information about the permit, click Send.
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3.1.2 Show pending ePermits requests

Users can monitor the status of their permit requests in the Exit permits status menu.

Codeks - Menu vazs.104r2

T&A Registration statistics

Reguest exit permit
Check exit permits status

Change my password

In the Exit permits status menu, you can also cancel a permit request. User can cancel his permit even when
it has already been confirmed by the head of the department. If it is required for the head of the department

to approve cancellation of permit, this must be set in the settings by administrator.

1. To cancel your pending permit request, click on the cancel icon (ﬁ).

2. The status of the request will be immediately changed to Canceled, and your announcement will also be

removed from the Pending exit permits requests menu of your department manager.

iy Exit permits o -
L J ebastian
Home status Back
Date requested Absence date Exit hour Type of absence Comment Notes Used Recipients Status
23.2.2018 26.2.2018 10:00 - 14:00 102 - Private No boris jameson@comp... [x]
23.2.2018 23.2.2018 10:00 - 13:00 101 - Business Meeting with client No boris jameson@comp... Approved
2322018 2322018 10:00 - 10:30 101 - Business No boris jameson@comp... Canceled
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3.2 Department manager's reply
Heads of departments who can confirm or reject permit requests can access the menus for processing users'

requests using their username and password.

W/ Codeks
[ ot
® 0

User login

T&A Registration statistics

Request exit permit

Username Check exit permits status

Show pending exit permits requests
Password

Change my password

The following chapters describe the use of user access menus.

3.2.1 Processing announcements
1. To process permit requests, select the
Codeks - Menu voze.10472
Pending exit permits requests in the main
menu. @ 0

This will open the menu for processing permit

T&A Registration statistics

requests.
Request exit permit

Check exit permits status

Show pending exit permits requests

Change my password

2. The list in the menu will display all permit requests still waiting for processing

‘ ﬁ Sebastian

Report Overview

Jy Pending exit o

® | permits requests

Home

Back

User (Announced by) Dale requested Absence date Exit hour Type of absence Comment Recipients Status | Processed by

Pending

Brown Luis (Smith Frank) ~ 23.2.2018 2322018 10:00 - 10:30 2 - Private Dentist i boris jameson@company.... (@ @
Russell Leo 2322018 2322018 05:00 - 05:15 6- Permit i marketing@company.com... | @
Russell Leo 2322018 2822018 12:00 - 16:00 2-Private ' marketing@company.com... @ @
Gardiner-Boyle Maia 2322018 2622018 10:00 - 10:15 1 - Business | sebastian.cooper@compa... @ @

To confirm a permit request click the confirm icon (ﬁ').

To reject a permit request click the reject icon (ﬁ).
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3.* Optionally, you can add a note or comment before processing a permit request. To add a note to a

request click the =

i

Back

Report

Pending exit

® | permits requests

Home

localhost:9090 says:

Overview

User (Announced by) Date requested Absence date Exit hour
Opombe
Brown Luis (Smith Frank) |23.2.2018 23.2.2018 10:00 - 10:30 “
Russell Leo 2322018 2322018 05:00 - 05:15
Russell Leo 2322018 2822018 12:00 - 15:00
Gardiner-Boyle Maia 23.2.2018 26.2.2018 10:00 - 10:15 1- Business

| .
E Cancel \ [

Recipients

boris.jameson@company.
marketing@company.com
marketing@company.com

sebastian.cooper@compa

icon. A new pop-up window will open where you can enter your comment.

Sebastian

Status

Pending *

Y-}
(1]
(1]
(1)

Processed by

4. After confirming or rejecting a permit request the announcement will immediately be removed from

the pending permits list.

If the user who has requested the permit has a valid e-mail address, he will receive a notification about

the change of the status of his permit request.

5. The menu also allows you to filter the display of permit requests according to their status. This enables

you to review the history of confirmed, canceled or denied permits.

Report

Al

Pending exit
permits requests

Back

Home

User (Announced by) Date requested Absence date Exit hour Type of absence

Smith Frank 23.2.2018 23.2.2018 10:00 - 13:00 101 - Business
Smith Frank 23.2.2018 26.2.2018 10:00 - 14:00 102 - Private
Thempson Sonia 2322018 27.2.2018 12:00 - 14:00 102 - Private

Overview
Comment

Meeting with client

Recipients

boris jameson@company.
boris jameson@company.
maria.marlowe@company

Sebastian

Status

Approve ¥
Al
Canceled
Rejected
Pending

Processed by

$ooper Sebastian
$ooper Sebastian
$ooper Sebastian

Codeks ePermits Add-on - Instructions for users
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3.2.2 ePermit announcement for another user

Department managers can also be allowed to request permits for other users. The department managers can

only request permits for departments for which they have the right to request announcements for others.

1. To request a permit for another user
select the Request exit permit in the

main menu.

This will open the menu for requesting a

permit.

2. In the permit request form, first,
select the user for whom you wish to

request a permit (setting Announce for

).

Codeks - Menu vazs.104r2

® 0

T&A Registration statistics
Request exit permit
Check exit permits status
Show pending exit permits requests

Change my password

t”f/ Request for exit
e permit

Home

Announce for Frank Smith
Additional addressee Boris Jameson
Permit exit day Frank Smith
Exit hour Luis Brown
Type of absence 101 - Business

Comment (not required)

Cancel

Back

0 HH:mm
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3. Then, select the date, time frame

and the type of permit.

4.* Optionally, you can change the
addressee of the announcement or enter
a comment. If more than one
department manager can process permit
requests for your department, the
Additional addressee field will be
displayed where you can select the
addressee to whom your request will be

sent.

5. When you finish entering information
for the permit request, click Send.

If the user for whom the permit was
requested has a valid e-mail address, he
will receive a notification about the

permit request.

t‘i&*

Home

permit

Announce for
Additional addressee
Permit exit day

Exit hour

Type of absence

Comment (not required)

Cancel

Request for exit

Luis Brown
Sebastian Cooper
23.02.2018
10:00 | @ HH:mm To

2 - Private

Dentist

Back

10:30

Utn®

0 HH:mm

-

6. The permit request for another user will be displayed in the Pending exit permits requests menu,

where you can also cancel any requests you have announced for other users.

N
-
Home

Pending exit
permits requests

Back

Report Overview

Comment

Sebastian

Absence date Exit hour

User (Announced by)

Date requested

Type of absence

Recipients

Processed by

Sendng -

IBru'.‘un Luis (Smith Frank) 2322018 2322018 10:00 - 10:30

2 - Private

Dentist

7 boris jameson@company

©o o [

g T T T

e

T
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3.2.3 Report
In the Pending exit permits request menu you can export the currently displayed data in the form of a

report.

1. First, display the data you wish to export in the menu.

2. Then, click the Report icon.

\l - - Ha
\.f Pending exit o l _

permits requests

Home Back Report Overview

3. A new pop-up window will appear, where you can select the report file format.

Qutput file format Portable document format (. pdf) ¥

You can choose between file formats: Portable document format (.pdf), Excel Worksheet (.xls), Excel

Worksheet (.xIsx), Open document spreadsheet (.ods) and Comma separated values (.csv).

4. Click Use to display the report.
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Utn®

3.3 Overview

You can access the Absence overview by clicking on the Absence overview menu in the main menu of
the user access or by clicking the Overview icon, located in the Pending exit permits request, opens a
viewer where you can display weekly overviews of all confirmed permits, for all departments for which you

have granted View announcement rights.

Codeks - Menu v 102201016200 “U/ Pending exit o

(o) © | permits requests

) -

Back Report Overview

T&A Registration statistics

Absence overview
Request exit permit
Check exit permits status
Show pending exit permits reguests

Change my password

@ & m & Sebastian

il e
- verview Monthly Pending Pending exit Additional Time
e overview absence permits filters afiancisace
lome announces requests v Hide users without

announces
2 Vi s _
Hide unconfirmed announces

Sun. (4.3.2018)

Frank Smith [102] Private (10-00
Sonia Thompson [102] Private (12:00...

If you enable the additional filtering option Hide users without announces only users who have a confirmed electronic

permit in the selected period will be displayed.
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3.4 Editing e-permits in Time attendance
Heads of departments and administrators, who are granted rights to edit the time and attendance of users,
can manage the user's confirmed electronic permits by enabling or revoking the electronic permits and thus

influence whether they are taken into account when recalculating the time registration or not.

. @ 145 Worktime 06:48 - 16:23 (00:12) (01:23) 1

" 1 ePermits
““-‘ET““u“‘z‘.‘q‘.‘s._ T, o, a

[2] Private 14.5.2020 (10:00 - 11-00) @

o 0 15.5. Mot present

e o

Year data 2020

5 Q 16.5. Weekend 0 Leave 2424
SAT o Old leave 99
Total first vear leave 24

1. In the Time attendance editor, the electronic permits that have been recorded for the user in the selected
period are displayed in the ePermits section on the right.
To revoke the registered electronic permit in the time registration, uncheck the box next to the

appropriate electronic permit record.

2. Then select the Recalculate period function from the right-click menu on the day (if you do not have

manual corrections entered on the day, you can also use the Recalculate events function, which overrides

00:12)(01:23) X@ BA 1
‘.‘13‘.‘@.‘.22.‘.24@1
[2] Private

all manual corrections).

. @ 14.5. Worktime 06:48 - 16:23

. Add/edit entry/exit
I U I |

Add additional entryfexit
[~ Entrance - (Entrance) - 06:48 (Actual time 10:04)
S Private 10:04 - 11:23 [01:19]

Set statistic

[>Exit - (Entrance) - 16:23 (Actual time 11:23) Set statistic for period
15.5. Not present Add additional statistic 0
«. 0 P & Year data 2020
. © 165 Weckend | e | 0 Leave 2424
SAT Delete interval 0 Old leave 909
o | 5 Total first year leave 24
5. Weeken
. @ o St o Set leave (days) QO u
Recalculate statistics Set old leave (days) 0 9
21. week (18.5. - 24.5) bl Monthly overtime transfer [max] @ 8
e © 185 Notpresent @“ﬂ Monthly stimulation transfer [max]
-~ MON
1" Setlunch end drive count L Set max. monthly transfer (hours)
e © 195 Notpresent e Set max. total transfer
ey | @ﬂ it e e =

3. In the new window, select the period you want to recalculate.

From

14.05.2020

To
14.05.2020

Reset manual changes

(Gemez] E

4. In the time registration, the events will now be changed so that the electronic permit is no longer taken

into account.

. @ 145 Worktime 06:48 - 16:23 00:12)(01:23) X@ B4 1

" 1 ePermits
0“-‘5“'“-]”‘2‘.‘4‘.‘5._ T, o, a

[2] Private

o 0 15.5. Mot present

e o

Year data 2020

5 Q 16.5. Weekend 0 Leave 2424
---- [Bsny @0 0ld leave 919
Total first vear leave 24
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3.5 Current presence report

In the Time attendance editor, you can also print a list for checking the current presence of users.

1. To print the list for checking the current presence of users, first select the users for whom you want
to generate a report for from the list on the left in the Time attendance editor. You can select multiple
users by holding down the Ctrl or Shift key.

2. Then click the Reports icon in the editor toolbar and select Current presence report from the

drop-down list. A new pop-up window will open.

"!// Time attendance ° ’ ‘ ‘ ‘ ‘

Back Period Report Error report  Statistics Reports Custom Work
Home report 1S Leave report 0?1‘\‘3;‘;3"

Day report
MLast name Name Personal ID Depal Events 1.4. - 30.4. (5 weeks)
Monthly Saldo Report
13. week (1.4.-4.4) v
Unconfirmed TA report
Anders Tatiana 1003 Sales +- @ 1.4 0001 06:42 - 15:00 Worktime P 1
Brown Luis 1000 Field 012U o, 2, s, o NN | oty hours report 12, N, 2¢ @1
-~ 1
Christmas Maria 1013 Sales
@ 24 0001 07:00- 1501 Worktime Planned shift vork 1
Cooper Sebastian 1001 agement, 4
Elder Niko 1023 Feld 0008 R oy yay sy oo I M| ours Reatsaton Report oy ffa: O
Evans Timothy 1002 Field . © 34. ——— Weekend Current presence report 0
Flanighan Andy 1016 Field SAT @O
_ i Record of work hours
A |Gardiner-Bo... Maia 1005 Sales -~ A ———— Weekend I

3. In the new window, you can enable the display of Additional fields and select the report data format. You
can choose between Portable document format (.pdf), Excel Worksheet (.xlIs), Excel Worksheet (.xlsx), Open

document spreadsheet (.ods) and Comma separated values (.csv).

Additional fields

Output file format Portable document format (.pdf) At
Cancel @
4. Click the Use button to print the report.
Current presence report
Last name Name Last event Request for exit permit Room Presence

Department: Company\Accountinj
Anders Tatiana 15:14 Private - (14:00 - 15:00) [201 |
}McEntyre Bruce 11:20 |201 |
Lin Cleo 14:58 [201 |
Department: Company\Support
Ryerson Ernest 08:35 193
Turner Michael 09:16 194
Evans Timothy 11:24 Private - (18:00 - 20:00) 193
Elder Niko 11:25 194
Knowles Jerry 10:49 193
Flaniéhan Andy 15:07 1125
Department: Company\Sales
Hermann Joe 12:13 [158 | |
Jameson Boris 14:14 Private - (15:00 - 00:00) [158 | |

For each selected user the report shows the time of the last event they registered, any permits they
have already or will use in the current day, the values entered for them in the Additional fields and a
blank field where you can manually enter the status of their presence. The Current presence

report always shows only the data for the current day.
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